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Mobile Device Manager 2008 Service Pack 1 Management Pack Guide

The Microsoft System Center Mobile Device Manager (MDM) 2008 Service Pack 1 (SP1) management pack for Microsoft System Center Operations Manager (SCOM) 2007 provides rules and monitors for performance collection and state monitoring. The class structures are defined in the Microsoft.SystemCenterMobileDeviceManager.2008.Library.mp file. The alerting monitors can provide an aggregated view with multiple monitors feeding into a single state value. You should set the collection intervals at no less than 15 minutes, preferably one or four hours, because the rules collect all instances of the MDM performance objects.

Introduction to the System Center Mobile Device Manager 2008 Management Pack

The MDM management pack enables IT professionals and network administrators to monitor the servers, applications, services, and components in their system to support the mobile workforce.

Document Version 2.0

This guide was written based on the November 2008 version of the Mobile Device Manager SP1 Management Pack for System Center Operations Manager 2007 with Service Pack 1.

Getting the Latest Management Pack and Documentation

You can find the MDM Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

Changes in This Update

The Service Pack 1 version of the MDM Management Pack includes the following changes:


Support for MDM 2008 SP1


Backward compatibility for MDM 2008


Support for new events in MDM 2008 SP1


Support for managing multiple MDM 2008 SP1 instances, including the ability to filter servers to a specific instance


Improved aggregation of MDM service health detectors


Improved functionality for reported health detectors, diagnostics, and resolutions

Supported Configurations

The MDM Management Pack for Operations Manager 2007 supports System Center Mobile Device Manager 2008 Service Pack 1 servers. The management pack requires System Center Operations Manager 2007 with Service Pack 1.

Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Before You Import the Management Pack

Before you import the MDM Management Pack, take the following actions:


Delete any previous installations of MDM Management Packs before importing this MDM Management Pack for Operations Manager 2007. This management pack is a new management pack. By deleting any previous installations of the MDM Management Pack, you can ensure that the installations do not conflict.


For each MDM Gateway Server, you must manually install the client agents because Operations Manager 2007 cannot discover client agents that run outside of the domain, and the MDM Gateway Server may not be domain-joined. For information about manual agent installs, see How to Deploy the Operations Manager 2007 Agent for Agent-Management of Computers (http://go.microsoft.com/fwlink/?LinkId=120832). 

For information about installing certificates on servers in untrusted domains, such as MDM Gateway Server, see Authentication and Data Encryption in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=121231).


Confirm that all agents that this management pack will monitor are agent-managed and show as healthy in the Operations Console.


Configure any user accounts that need to be set up, such as any required Run As accounts or profiles. This management pack includes Run As profiles named MDM Monitoring Account and MDM Discovery Account to allow for the definition of specific credentials on a per-agent basis. You may need to use these Run As profiles for some of the agents after you import the management pack.

Files in This Management Pack

To monitor Mobile Device Manager (MDM), you must first download the MDM Management Pack from the Management Pack Catalog (http://go.microsoft.com/fwlink/?LinkId=82105). The MDM Management Pack includes the following files: 


Microsoft.SystemCenterMobileDeviceManager.2008.mp


Microsoft.SystemCenterMobileDeviceManager.2008.Library.mp


OM2007_MP_MDM.doc

Recommended Additional Management Packs

To fully monitor an MDM deployment, you should also run the following management packs:


Windows Server 2000/2003 Operating System


Windows DNS Server 2000/2003


Windows System Resource Manager 2003


Windows Server Update Services 3.0


Windows Server 2000/2003 Active Directory


SQL Server 2000/2005


Windows Server Internet Information Services 2000/2003

How to Import the MDM Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=98348).

After you import the MDM Management Pack, create a new management pack in which you store overrides and other customizations.

For MDM Enrollment Server and MDM Device Management Server, Operations Manager 2007 should automatically discover the client agents after you import the management pack and add them to the Operations Console.

After You Import the Management Pack

After you import the management pack, no additional server configuration is required. Optionally, you can perform the following post-import tasks:


Configure health state timeouts (see Appendix)


Define custom performance threshold rules (see Performance Threshold Rules on page 6)


Create custom reports


Create custom aggregation rules for clustered MDM services, for example where multiple servers run MDM Device Management Server or MDM Enrollment Server 


Create custom aggregation rules for consolidated views of your entire MDM system to provide a rolled up service status across all MDM servers, services, and dependent servers.

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and preproduction environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

The fwlinks are maintained by the Operations Manager 2007 documentation team.

Performance Threshold Rules

It is very difficult to deliver a performance threshold rule that is suitable for most environments; therefore, the MDM management pack does not provide any performance threshold rules by default. Before you enable a performance threshold rule, you should base line the relevant performance counters, and then apply the appropriate overrides to define and enable a suitable threshold for your environment. For more information, see How to Override a Monitor (http://go.microsoft.com/fwlink/?LinkId=108556).

Understanding Management Pack Operations

With the MDM Management Pack, you can monitor a variety of deployment scenarios that help ensure full monitoring capabilities for the MDM services and infrastructure.

Objects the Management Pack Discovers

The MDM Management Pack discovers the object types described in the following table. For information about discovering objects, see the "Object Discoveries in Operations Manager 2007" topic in Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108505). 

	Category
	Object type
	Discovered automatically

	AD/GP driver discovery
	AD/GP driver
	Yes

	Admin Service Core discovery
	Admin Service Core
	Yes

	Alerter agent discovery
	Alerter agent
	Yes

	Alerter Device alerts discovery
	Alerter Device alerts 
	Yes

	Alerter service discovery
	Alerter service 
	Yes

	Device Management Engine discovery
	Device Management Engine 
	Yes

	Device Management Server Discovery
	Device Management Server 
	Yes

	Enrollment Administration Services discovery
	Enrollment Administration Services 
	Yes

	Enrollment Server discovery
	Enrollment Server 
	Yes

	Enrollment System service discovery
	Enrollment System service 
	Yes

	Enrollment Web service discovery
	Enrollment Web service 
	Yes

	Gateway Central Management service discovery
	Gateway Central Management service 
	Yes

	Inventory service discovery
	Inventory service 
	Yes

	MDM Mobile VPN driver discovery
	MDM Mobile VPN driver 
	Yes

	MDM Mobile VPN Policy Engine discovery
	MDM Mobile VPN Policy Engine 
	Yes

	Password Recovery Service discovery
	Password Recovery Service
	Yes

	Self Service Portal discovery
	Self Service Portal 
	Yes

	Software Distribution driver discovery
	Software Distribution driver 
	Yes

	System Center Mobile Device Manager 2008 discovery
	System Center Mobile Device Manager 2008 
	Yes

	Timeout Detection discovery
	Timeout Detection
	Yes

	VPN agent discovery
	VPN agent 
	Yes

	VPN Gateway Server discovery
	VPN Gateway Server 
	Yes

	Wipe driver discovery
	Wipe driver 
	Yes

	Wipe service driver discovery
	Wipe service driver 
	Yes

	Wipe Administration Web service discovery
	Wipe Administration Web service 
	Yes


Viewing Information in the Operations Manager Console

Many views are available for the MDM Management Pack in the Monitoring pane of the Operations Console.

1. Alert View: Lists all active alerts that are associated with the managed entities.

2. Dashboard View: Displays Alerts and State information for the managed entities.

3. Performance View: Displays performance data for the specified perf counters.

4. State View: Lists all instances of the managed entity.

Key Monitoring Scenarios

The MDM Management Pack for Operations Manager 2007 includes a number of key monitoring scenarios that are configurable. Generally, the management pack monitors and reports the status of an MDM system, and helps to ensure that all MDM components are configured and running properly. For example, if MDM Device Management Server or any of its subcomponents encounter issues, the management pack detects the issue and sends the event, notification, or alert properly.

For network availability and service discovery, the management pack ensures that if network connectivity is disrupted or a server goes offline, the management pack reports the failure information in a timely manner and alerts the administrator with proper severity. For MDM system status, the management pack monitors and reports events for all MDM components in a timely manner, and also checks and reports the health status of the MDM system periodically.

The MDM Management Pack monitors the following major components and their respective subsystems:


MDM Device Management Server


MDM Enrollment Server


MDM Gateway Server


MDM Self Service Portal

Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, may generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object in maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Troubleshooting

For the latest information on troubleshooting MDM, see the MDM Operations Guide (http://go.microsoft.com/fwlink/?LinkId=116248).

Appendix: Monitors and Overrides for Management Packs

This section provides detailed procedures and scripts that you can use to display rules and other information about the management packs you import.

How to View Management Pack Details

For more information about a monitor and the associated override values, see the knowledge for the monitor.

To view knowledge for a monitor

	1.
In the Operations Console, click the Authoring button.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Monitors pane, expand the targets until you reach the monitor level. Alternatively, you can use the Search box to find a particular monitor.

4.
Click the monitor, and in the Monitors pane, click View knowledge.

5.
Click the Product Knowledge tab.


How to Display Monitors for a Management Pack

To display a list of outputs for a management pack's monitors and overrides using the Command Shell, use the following procedure.

To display monitors for a management pack

	1.
In the Command Shell, type the following command:

get-monitor -managementPack name.mp | export-csv filename

2.
A .csv file is created. The .csv file can be opened in Microsoft Office Excel.

Note 

In Excel, you may be required to specify that the .csv file is a text file.


For example, the following command retrieves data for the monitors associated with one of the core management packs:

get-monitor -managementPack System.Health.Library.mp | export-csv "C:\monitors.csv"
How to Display Overrides for a Management Pack

To display overrides for a management pack use the following procedure.

To display overrides for a management pack

	1.
In the Command Shell, type the following command:

get-override -managementPack name.mp | export-csv filename
2.
A .csv file is created. The .csv file can be opened in Excel.

Note 

In Excel, you may be required to specify that the .csv file is a text file.


For example, this command displays the overrides for one of the core management packs:

get-override -managementPack Microsoft.SystemCenter.OperationsManager.Internal.mp | export-csv "c:\overrides.csv"
How to Display All Management Pack Rules

Use the following procedure to display a list of rules for the management packs that you imported. The list of rules can be viewed in Excel.

To display management pack rules

	1.
In your management server, click Programs, and then click System Center.

2.
Click Command Shell.

3.
In the Command Shell window, type the following command:

get-rule | select-object @{Name="MP";Expression={ foreach-object {$_.GetManagementPack().DisplayName }}},DisplayName | sort-object -property MP | export-csv "c:\rules.csv"

4.
A .csv file is created. The .csv file can be opened in Excel.

Note 

In Excel, you may be required to specify that the .csv file is a text file.


How to Display Monitor Thresholds

To display monitor thresholds, use the script described in this section. This script works for the majority of monitors. It creates a .csv file that includes the following columns and that can be viewed using Excel.

	Column
	Description

	Type
	The type of objects the monitor is targeted to

	DisplayName
	The display name of the monitor

	Threshold
	The threshold used by the monitor

	AlertOnState
	Determines whether the monitor generates an alert when the state changes

	AutoResolveAlert
	Determines whether the generated alert will be automatically resolved when the monitor state goes back to green

	AlertSeverity
	The severity of the generated alert


Run the following script to create the .csv file that displays the monitor thresholds:

function GetThreshold ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$threshold = $config.Config.Threshold
if($threshold -eq $null)
{
$threshold = $config.Config.MemoryThreshold
}
if($threshold -eq $null)
{
$threshold = $config.Config.CPUPercentageThreshold
}
if($threshold -eq $null)
{
if($config.Config.Threshold1 -ne $null -and $config.Config.Threshold2 -ne $null)
{
$threshold = "first threshold is: " + $config.Config.Threshold1 + " second threshold is: " + $config.Config.Threshold2
}
}
if($threshold -eq $null)
{
if($config.Config.ThresholdWarnSec -ne $null -and $config.Config.ThresholdErrorSec -ne $null)
{
 $threshold = "warning threshold is: " + $config.Config.ThresholdWarnSec + " error threshold is: " + $config.Config.ThresholdErrorSec 
}
}
if($threshold -eq $null)
{
if($config.Config.LearningAndBaseliningSettings -ne $null)
{
$threshold = "no threshold (baseline monitor)"
}
}
return $threshold
}
$perfMonitors = get-monitor -Criteria:"IsUnitMonitor=1 and Category='PerformanceHealth'"
$perfMonitors | select-object @{name="Target";expression={foreach-object {(Get-MonitoringClass -Id:$_.Target.Id).DisplayName}}},DisplayName, @{name="Threshold";expression={foreach-object {GetThreshold $_.Configuration}}}, @{name="AlertOnState";expression={foreach-object {$_.AlertSettings.AlertOnState}}}, @{name="AutoResolveAlert";expression={foreach-object {$_.AlertSettings.AutoResolve}}}, @{name="AlertSeverity";expression={foreach-object {$_.AlertSettings.AlertSeverity}}} | sort Target, DisplayName | export-csv "c:\monitor_thresholds.csv"
How to Display Performance Collection Rules

To display performance collection rules, use the script in this section. This script works for the majority of monitors. It creates a .csv file that includes the following columns and that can be viewed using Excel.

	Column
	Description

	WriteAction
	Contains information about where the performance counter is written

	WriteToDB or CollectionPerformanceData
	Writes to the Operations Manager database

	WriteToDW or CollectPerfDataWarehouse
	Writes to the data warehouse

	WC
	Stores baseline data for a performance counter into the operational database


 To display the performance collection rules present in the Management Group, run the following script:

function GetPerfCounterName ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
return ($config.Config.ObjectName + "\" + $config.Config.CounterName)
}
function GetFrequency ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$frequency = $config.Config.Frequency;
if($frequency -eq $null)
{
$frequency = $config.Config.IntervalSeconds;
}
return ($frequency)
}
function GetDisplayName($performanceRule)
{
 if($performanceRule.DisplayName -eq $null)
 {
  return ($performanceRule.Name);
 }
 else
 {
  return ($performanceRule.DisplayName);
 }
}
function GetWriteActionNames($performanceRule)
{
 $writeActions = ""; 
 foreach($writeAction in $performanceRule.WriteActionCollection)
 {
  $writeActions += " " + $writeAction.Name;
 }
 return ($writeActions);
}
$perf_collection_rules = get-rule -criteria:"Category='PerformanceCollection'"
$perf_collection_rules | select-object @{name="Type";expression={foreach-object {(Get-MonitoringClass -id:$_.Target.Id).DisplayName}}},@{name="RuleDisplayName";expression={foreach-object {GetDisplayName $_}}} ,@{name="CounterName";expression={foreach-object {GetPerfCounterName $_.DataSourceCollection[0].Configuration}}},@{name="Frequency";expression={foreach-object {GetFrequency $_.DataSourceCollection[0].Configuration}}},@{name="WriteActions";expression={foreach-object {GetWriteActionNames $_}}}  | sort Type,RuleDisplayName,CounterName | export-csv "c:\perf_collection_rules.csv"
Appendix: Health State Timeouts

Several events in MDM indicate a warning (yellow health state) or critical error (red health state) and do not have a corresponding success event (green health state). The management pack sets the appropriate warning and error state when these events are received, but does not generate any alerts. You can reset the health state manually; or, the management pack automatically resets the health state if no subsequent events occur after a period of time. The default setting is one hour, but you can modify the behavior for these events. The following table lists these events.

	Event ID
	Error string
	Managed entity
	Aspect

	1019
	WIPE_REQUEST_SUBMITTED
	Wipe Administration Web Service
	Wipe Request Submitted

	2011
	ENROLLMENT_AD_CONNECTION_ERROR
	Enrollment System service
	Active Directory connectivity

	2031
	ENROLLMENT_CA_CONNECTION_ERROR
	Enrollment System service
	Certification authority connectivity

	2032
	ENROLLMENT_CA_DRIVER_INIT_FAILED
	Enrollment System service
	Certification authority connectivity

	2034
	ENROLLMENT_CA_CANNOT_LOAD_CUSTOMDATA
	Enrollment System service
	Certification authority connectivity

	2101
	ENROLLMENT_CANNOT_CONNECT_SYSTEM_SERVICE
	Enrollment Web service
	System service connectivity

	2102
	ENROLLMENT_WEB_SQL_CONNECTION_ERROR
	Enrollment Web service
	SQL Server connectivity

	2103*
	ENROLLMENT_IIS_SETTINGS_ERROR
	Enrollment Web service
	Web service availability

	2141*
	ENROLLMENT_WEB_UNKNOWN_ERROR
	Enrollment Web service
	Web service availability

	2201
	ENROLLMENT_SEND_EMAIL_FAILED
	Enrollment Administration services
	Enrollment e-mail

	2241
	ENROLLMENT_ADMIN_UNKNOWN_ERROR
	Enrollment Administration services
	Service availability

	6102
	ADMIN_SERVICES_AUTHORIZATION_FAILURES
	Admin Service Core
	Authorization

	6103
	ADMIN_SERVICES_ACTIVEDIRECTORY_FAILURES
	Admin Service Core
	Authorization

	12103
	VPN_AGENT_MALFORMED_MESSAGE
	VPN agent
	GCM message verification

	12104
	VPN_AGENT_INVALID_CONFIGURATION
	VPN agent
	GCM message verification

	12105
	VPN_AGENT_API_ERROR
	VPN agent
	GCM message verification

	13003
	FAILURE_LOAD_CONFIG
	Self Service Portal
	Configuration

	13004
	FAILURE_SAVE_CONFIG
	Self Service Portal
	Configuration


*Events 2103 and 2141 require manual health state resets. The management pack does not automatically reset these health states.
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